Attachment A, Personnel Reliability

SOP Template Flow Chart

- Describe the levels of sensitive material or information being handled in your fadlity
- Indicate what levels of certainty about a person’s reliability will correspond to the positions which
1 require access to se nsitive material or information
. - Define personnel reliability
Identlfy Personnel - Spedfy what indicators should beused to determine initial reliability and monitor for changes in
. o1 reliability (e.g. criminal records, financial information, behavioral factors, sodal contact s andfamilial
Rel la bll |ty NEEdS ties, online activities)

- Spedfy what results in personnel reliability indicat ors are acceptable for prospective hires (e.g.
criminal records, current or past associations with unreliable groups or individuals, employment
history, and is there any aaceptable negative indicator, how thesefindings are weighed in part and
as awholetodetermine a person’s reliability)

- Spedfy what results in personnel reliability indicat ors are acceptable for existing e mployees (e.g.
criminal behavior, association wit hunreliable groups or individuals, unethical behaviors, is the re
2 any acceptablenegative indicator, how these findings are weighed in part and as a whole to

. . determinea person’s reliability)

Esta bl Is h P0|ICV - Indicate what behaviors or drcumstances are indiaators of a lack of, or changing level of,
personnel reliability (e.g. ifan individual falsifies any record at work, ifa person is compensated by
another group or individual, ifa person commits an unethical or illegal act outside of work)

- Describe what recourse the employer has if an individual is found to be unreliable(eg. change of
duties which may includea reductionof pay, termination of employ t, obligation for the
employee to pay damages)

- Describe how will you advise employe es on what is expected of them from a personnel reliability
standpoint (e.g., live briefing, reading materials, online course)
- Describe how you reinforce those expectations (e.g., yearly events to go over expe ctations, posting
of expectations and cnsequences if they arenot met)

3 -Indicate how you respond when those expectations are notmet (e.q., investigations, disciplinary

. actions, termination of employment)

Esta bl IS h PrOCed ures - Describe how to doaument thatt he expectations and their repe rcussions are unde rstood by
employees (e.g., record attendance and material pre sented during a live briefing, collect their
signature on a document stating such, verify by re orded quiz atthe end of an online course)
- Describe the process for co-work ers to identify and report potential reliability issues (e.g., unusual
be havior, excessivetardiness, unethical behaviors)

- Describe how to check indicators used to determine
initial reliabilityand monitorfor changes in reliability

(e.g., criminal records, financial information, behavioral

factors, social wntacts and familial ties, online activities) - Describe when, how andbywhom an exte nsive
+ Describe how to compare indicat or results forcurrent investigationis carriedout when a personnel
employees tothe polides regarding theirlevel of aacess 4 reliability indiaator has changed to a ne gat ive

- Indicate how tomake any changes to existing . 5 findingfor an existing employee .
employees’ access based on the se results Verify Personnel I ; + Describe when, how andby whom an extensive
+ Describe how to verify reliability indicators beforeaaess . o, nvestlg ate investigationis carriedout when personnel

is granted to a new employeeorbeforeupgrading an Rel 1a b |I |ty biosecurity efforts lapse or fail

existing employees’ access

- Describe the regular intervals in which, and theincidents
that predpitate and immediate, a review of a person’s
reliability is conducted _J

BRM Manual

Personnel and
Visitor Access
Management Incident Response Form

System

- Describe how to reconcilethe person’s reliability with -‘ Incident ReSpOnSe LOg

theaceess necessary to complete their work

- Spedfy how to determine if adjustments to theperson’s
work or employment needed

- Indicate how adjustments are incorporated inthe
Personnel and Visitor Aacess Manage ment Systems and
addressed as per the Physical Security and Information
Security SOP’s

- Spedfy how these changes are briefedto responsible
security and management personnel - Describe when, how, by whom andto whom to report the

- Describe how the systemis validated (e.g., scheduled 7 findings of theinvestigation when a personnel reliability
auditing of records) . . indicator has changed to a negative finding for an existing

- Indicate when is the system validated (eg., re- System Validation employee

validations brought on by change, required P - Describe when, how, by whom andto whom to report the
reconciliations sugge sted by incidents) and RECOHCIllatIOn findings of theinvestigation when personnel biosecurity efforts
- Identify who is notified of disa epancies lapse or fail

+ Describe the process for evaluating lessons learned and
implementing corrective actions. Track status ininddent
Response Form and Log

* Refer to BRM Manual: Chapter XX|, Emergency and
Incident Response, Re porting and Investigation; Chapter
XX1}, Biorisk Manage ment System Assessment and
Improvement J
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